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Abstract
In this paper, the focus is on cryptographic spoofing de-
fence of GNSS navigation channels based on TESLA
protocol. Firstly, we explain how does the GNSS works
and find its vulnerabilities. After, we analyse spoof-
ing attack and how they can be mitigated. Determin-
ing the critical components which are vulnerable the
most, the cryptography based defence utilisation is anal-
ysed. TESLA, selected navigation message authentica-
tion cryptography based protocol is presented and ex-
plained. Finally, some considerations and possible im-
provements of the TESLA protocol are discussed.

1 Introduction

The usage of Global Navigation Satellite System (GNSS)
is widespred. Many applications use GNSS to provide or
maintain their services:

• Goods/Assets tracking,

• Road tolling,

• Connecting (money) transaction with position and
time

[23, 11, 15].

In an attempt to connect object with it position at cer-
tain time, the information about the position and time
must be reliable. Geolocation of the object is usually
determined either using one of the GNSS systems (i.e.
GPS) or using information from telecommunication sta-
tions to triangulate the approximate position. GNSS ap-
proach is more accurate and mostly used. The telecom-
munication station approach is used if the GNSS system
fails or as augmentation. [26]

The increasing commercial usage of GNSS raises con-
cerns about the GNSS information authentication. While

military uses GNSS signals which are strongly authenti-
cated, commercial users still use signals which are avail-
able to everyone to change or retransmit (meaconing). In
2001, the U.S. Department of Transportation published a
report estimating the vulnerability of the U.S. transporta-
tion infrastructure due to disruption of civil GPS [5]. The
report emphasised the threats of spoofing and meacon-
ing attacks which motivated greater research of the men-
tioned attacks. That has led to a greater progress in anti-
spoofing field. [20] [21]

In general, we distinguish two types of spoofing de-
fences, cryptographic and non-cryptographic. Crypto-
graphic ones rely on secret keys that encrypt or dig-
itally sign components of the broadcast signals while
non-cryptographic do not. Non-cryptographic spoofing
defence systems involves inertial measurement units or
other hardware, which exceed the cost, mass, or size
constraints of a broad range of applications [13]. The
cryptographic spoofing defence system is attractive be-
cause it gives significant protection against spoofing at-
tacks relative to the additional cost and bulk required for
implementation. But, only in combination, they are most
powerful.

In this work, close examination of TESLA based cryp-
tographic spoofing defence definition is provided.

2 Global Navigation Satellite System
(GNSS)

The term of Global Navigation Satellite System refers
to constellation of satellites broadcasting ranging signals
and Navigation Messages (NA) By definition, the GNSS
has global coverage.

Nowdays, there are several GNSSs. Mostly used is
Global Positioning System (GPS). GPS is owned and
operated by US military. It provides two levels of op-
erability. While one is restricted to authorised(often
military) users, the other is free of charge for every-



Figure 1: Satellite navigation [11]

one with the GPS-capable receiver. The second is Rus-
sia Global’naya Navigatsionnaya Sputnikovaya Sistema
(GLONASS). The third is Galileo, operated by Euro-
pean Union and scheduled to become full operable by
2020. [11] China is in process of expanding its regional
BeiDou Navigation Satellite System into global one by
2020. [11] In following sections we will concentrate on
the GPS system. If the information is related to some
other GNSSs, that will be noted.

2.1 Navigation message
Each satellite provides data required for utilisation of the
positioning determination process. The figure 4 shows
the overview of content and structure of the satellite nav-
igation message. [17]

Figure 2: Navigation Message Content and Format
Overview - one frame [17]

A Navigation Message is conducted of 25 frames. [11]
One frame contains 5 sub-frames. Each frame contains
information about the satellite system time when the next
frame is transmitted. Each sub-frame needs 6s to be fully
transmitted. The receiver is potentially capable of getting
a new pseudo-range at the beginning of each sub-frame,
or every 6 seconds. The pseudo-range is indirectly mea-
sured distance form transmitting satellite to the receiver.

For the purposes of this discussion, it is sufficient to
understand that each navigation message is set of signals

where each contains positioning and timing data (send-
ing time, sender-satellite orbit, ”satellite ID”).

Figure 3: Navigation Message simplified

GPS and GLONASS detailed description of Naviga-
tion Message and positioning determination algorithm
can be found in [11]. The same source contains de-
tailed description of positioning determination process.
General approach is described in next subsection.

2.2 Position determination process
As we mentioned before, each satellite transmits sig-
nals, Navigation Messages, which contains positioning
and timing data. To determine receiver position, the lat-
itude, longitude and height above the sea level need to
be determined. Having 3 unknown parameters, there is
need for at least 3 equations of full-rank system defini-
tion. [12]

The orbital data allows the receiver to calculate satel-
lite position in Earth-Centered, Earth-Fixed X, Y, Z
(ECEF XYZ) coordinates. [7]

Figure 4: Earth-Centered, Earth-Fixed X, Y, Z (ECEF
XYZ) coordinates [7]

Each receiver has a clock which enable calculation of
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the signal, navigation message, receive time t ′. Measur-
ing the distance between GPS receiver and a satellite re-
quires measuring the time it takes for the signal to travel
from the satellite to the receiver. As the signal, transmit-
ted by satellite i, contains ”sending time” ti, this can be
computed as (t ′i − tc)1

Knowing the elapsed time, multiplying it with the
speed of light, c, the receiver-satellite pseudo-ranges are
following:

di = c× (t ′i − ti)

as the satellite signals travel at the speed of light, ap-
proximately 300 000km per second.

Correct determination requires or the receiver
time/clock to be synchronized with the satellite system
time/clock as the forth unknown dt . The pseudo-ranges
equation is then following:

di = c∗ (t ′i − ti +dt)

Let (xi,yi,zi), i ∈ {1,2,3,4} be the positions of 4 dif-
ferent satellites and (x,y,z) the unknown receiver posi-
tion expressed in ECEF coordinates.

The following equations in respect to x, y, z and dt
need to be solved:

d1 = c∗(t ′1−t1+dt)=
√
(x− x1)2 +(y− y1)2 +(z− z1)2

d2 = c∗(t ′2−t2+dt)=
√
(x− x2)2 +(y− y2)2 +(z− z2)2

d3 = c∗(t ′3−t3+dt)=
√
(x− x3)2 +(y− y3)2 +(z− z3)2

d4 = c∗(t ′4−t4+dt)=
√
(x− x4)2 +(y− y4)2 +(z− z4)2

As we can observe, at least 4 visible satellites need to
be visible 2. Visible satellite S by the receiver R at time
T is every satellite from which R, at time T, can measure
the signal propagation time (i.e. determine the pseudo-
range) ant derive the corresponding valid equation

ds = c∗ (t ′s− ts+dt) =
√
(x− xs)2 +(y− ys)2 +(z− zs)2

which can be used in positioning determination process.
After solving the system of equations, the (x, y, z) co-

ordinates in ECEF system are estimated. Each receiver
has an ability to transform ECEF coordinates into geode-
tic latitude, longitude and height above the Earth.

1 More precise, travelling time is actually calculated by aligning
pseudocode sequences (PRN codes). Both the satellite and GPS re-
ceiver generate the same pseudocode at the same time. The satellite
transmits the pseudocode which is received by the GPS receiver. The
receiver is still producing the pseudocode while the satellite’s code is
travelling. Eventually, the 2 signals are compared. The difference be-
tween the 2 signals is the travel time.

2In practice, even larger number of satellites is used to improve the
accuracy of positioning determination process.

2.3 Vulnerabilities
As it was mentioned in the introduction, there are grow-
ing number of applications which utilise and rely on
GNSS. The vulnerabilities of the GNSS becomes their
vulnerabilities as well.

malevolent attacks on GNSS are roughly divided into
the following three groups.

2.3.1 Jamming

Jamming in GPS means masking the satellite transmis-
sions with strong local artificial signals affecting or even
preventing the original satellite signal reception. [9]

2.3.2 Spoofing

Spoofing in GNSS involves transmission of signals of
greater strength and mimicking the attributes of an orig-
inal GNSS signal, thus taking over a GNSS. receiver.

2.3.3 Meaconing

Meaconing can be considered as one type of spoofing as
it the interception and rebroadcast of navigation signals
(meacon = m(islead)+(b)eacon. [14]

Figure 5: Spoofing in history: Pirates faking light-tower
signals to lure cargo ships into dangerous waters and
steal cargo from the wreck, ”Mooncussers on rock with
lanter”; Brenda Z. Guiberson

2.4 Navigation message authentication
As said before, the focus of the paper is on cryptographic
spoofing defence, which assures the authentication of the
determined position. In order to provide the position ac-
curacy, there is a need to protect procedure and data from
which the position is derived. To determine position,
position of satellites and pseudo-ranges need to be cal-
culated. In order to improve position accuracy, there is
a need to protect not only the content of the navigation
message, but also the process of propagation time mea-
surement. If the signal arrives as delayed, pseudo-ranges
will be increased, thus causing the incorrect position es-
timation.
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Cryptographic protocol TESLA tries to overcome this
obstacle by setting the agreement with the receiver at the
beginning of the each conversation. Each communica-
tion between satellite and receiver can contain one ore
more conversations. One conversation is attached to one
key chain generation (explained later). At the begining of
the conversation, satellite provides the receiver with data
about the starting time of the conversation and the time
interval between the sequence of messages correlated to
the conversation. The time interval between messages
can change dynamically as well. In that case, each mes-
sage need to be supplemented with the time difference
from the following message. That way the order of the
messages in the conversation is preserved. The term mes-
sage refers to the content data/useful data sent as one unit
(packet or similar) trough the communication channel.

In general, elapsed time between two messages is set
to be constant. Now, if the time of the arrival want to be
forged, the time of arrival of all messages in the conver-
sation need to be forged (delayed) which is much more
complex. To produce valid message sequence is hard be-
cause, at the beginning of the conversation, the first mes-
sage sent by the satellite is signed by it private key which
is hard to forge. Also, because of the TESLA protocol
definition, one message from the message chain is even
harder to forge as.

Authentication of the navigation message may include
the authentication of the navigation message content and
the time-of-arrival. Authentication of the navigation
message content in TESLA is provided in the packet-by-
packet. The packet can be just one frame, subframe, or
the whole navigation message.

3 TESLA protocol

Simply deploying standard point-to-point authentication
protocol, i.e. appending a message authentication code
(MAC) to each packet, does not provide secure broadcast
authentication. The problem is that any receiver with the
secret key can impersonate the sender. To prevent such
a attack, we look at asymmetric cryptography schemes,
digital signatures. Such a scheme provides secure broad-
cast authentication, but has a considerable large time
and bandwidth overhead. Another approach is to mod-
ulate asymmetric properties using only symmetric cryp-
tography,more specifically message authentication codes
(MACs), and delayed disclosure of keys by the sender.
This scheme was discovered by Cheung [6] in the con-
text of authenticating link state routing updates. Similar
approach was used in the Guy Fawkes protocol for inter-
active unicast communication [19].

The Time-Efficient-State-Less-Authentication
(TESLA) protocol enables all receivers to check

the integrity and authenticate the source of the signal in
multicast or broadcast data stream environment. TESLA
is an efficient protocol with low communication and
computation overhead, which tolerates packet loss. [22]
It is based on loose time synchronisation between
sender and receiver. Despite using symmetric crypto-
graphic functions (MAC), TESLA achieves asymmetric
properties due to delayed disclosure of keys by the
sender.

TESLA is widely applicable, from broadcast authenti-
cation in sensor networks [1], to authentication of mes-
sages in ad hoc network routing protocols [27].

3.1 Essential Knowledge for TESLA Pro-
tocol

TESLA requires that receivers are loosly time synchro-
nized with a sender. This section provide simple loosly
time synchronisation protocol. Also, it introduces the
basic concepts of the MACs, one-way chain function,
digital signature to provide better understandance of the
TESLA protocol.

3.1.1 Message Authentication Code - MAC

Message Authentication Code (MAC) is used in mes-
sage authentication. The plain message to be sent is, in
cryptography, called plaintext M. The cryptographically
changed(encrypted)/appended message that will be actu-
ally sent by the sender is called chipertext C.

Figure 6: Message Authentication Code

As the goal of authentication is not to hide data,
but to authenticate it, the chipertext C that the sender
sends is simply the original message M together with
a tag T, C =< M,T >. Tag T will provide the au-
thentication of the message M. In cryptography, when
the chipertext is of this form, we call communication
mechanism a message-authentication scheme. Each
message-authentication scheme is specified by the tag-
generation(TG) algorithm and tag-verification(TF) algo-
rithm. The tag-generation algorithm TG produces a tag
T ← T G(K,M) from a key K and the message. The
tag-verification algorithm B←V F(K,C′) produces a bit
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from a key K, a message M’, and a tag T’. With the in-
tention that the bit B = 1 tells the receiver to accept M’,
while the bit B = 0 tells the receiver to reject M’ as M !=
M’.

If the algorithm TG is stateless and deterministic, we
call it, and the scheme itself, the Message Authentica-
tion Code (MAC). Also, in that MAC scheme TG = VG.
MAC is keyed hash functions with some certain prop-
erty relying on the secret key K, i.e. hash function with
IV == K (secret key) It provides data integrity and the
authentication of a message. One example of MAC is
hash-MAC or HMAC which includes cryptographic hash
function together with cryptographic key. To compute
HMAC over the message m we perform

H(K XOR opad,H(K XOR ipad,m))

where
ipad = the byte 0x36 repeated B times,
opad = the byte 0x5C repeated B times.

The procedure folds as follows:

1. append zeros to the end of K to create a b byte string
(e.g., if K is of length 20 bytes and b=64, then K will
be appended with 44 zero bytes 0x00)

2. XOR (bitwise exclusive-OR) the b byte string com-
puted in step (1) with ipad

3. append the stream of data ’m’ to the b byte string
resulting from step (2)

4. apply H to the stream generated in step (3)

5. XOR (bitwise exclusive-OR) the b byte string com-
puted in step (1) with opad

6. append the H result from step (4) to the B byte string
resulting from step (5)

7. apply H to the stream generated in step (6) and out-
put the result

[18]

3.1.2 One-way chain

TESLA needs the effective mechanism operated within
the receiver to authenticate MAC keys. For this purpose,
it uses one-way chains. One-way chains are one of meth-
ods how to commit sequence of random values. One-way
chains uses one-way hash function to generate a one-way
chain.

The sender generates chain of size l by randomly se-
lecting sl and repeatedly applying the one-way function
F to the sl . We get sequence (chain): sl ,sl−1, ...,s1,s0
where si = F l−i(sl). Furthermore, F i− j(s j) = si, j > i
and F i(si) = s0 so every element of the chain can be veri-
fied having s0 (self-verification). s0 is called the commit-
ment to the chain. The chain can either created at once
and stored or each element can be calculated on demand
having only sl stored in advance. Usually, hybrid type is
used to balance storage and computation overhead.

Figure 7: One way chain example. The sender generates
this chain by randomly selecting sl and repeatedly apply-
ing the one-way function F . The sender then reveals the
values in the opposite order. [22]

3.1.3 Loose time synchronisation

Loose time synchronisation between the receiver and
sender means that receiver only needs to know upper
bound on the sender’s (satellite) local time. For the needs
of TESLA, two-round time synchronisation is sufficient.

Figure 8: Direct time synchronisation between the sender
and the receiver. [2]

Let δ be the real difference between the sender and
the receiver’s time. In loose time synchronisation, the
receiver does not need to know the exact δ but only an
upper bound on it, ∆

The protocol run as follows:

1. The receiver saves time tr and sends the synchroni-
sation request, Nonce to the sender.
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2. By receiving the synchronisation request, the sender
records time ts, signs it together with Nonce and
sends is back to the receiver.

3. The receiver verifies the digital signature and
checks that the nonce in the packet equals the nonce
it randomly generated. If the message is authentic,
the receiver stores tR = tr and tS = ts.

After the initial synchronisation, at any given time t, the
upper bound on the sender time ts can be calculated: ts =
tr−δ ≤ tr−∆ = tr− tR + tS.

Risk of denial-of- service attacks where an attacker
floods the sender with time synchronisation requests, can
be reduced aggregating multiple requests and signing
it with the Merkle hash tree that is generated from all
the requester’s nonces. [16] which is sent to all the re-
ceivers. [2]

In GNSS application, ∆ can be obtained from one of
the positioning determination processes for which is con-
sidered to rely on authentic data.

3.2 Protocol
The main idea of TESLA is that the sender attaches to
each message MAC computed with the key K known
only to itself. The receiver buffers the packet, not be-
ing able to authenticate it. After a short while, agreed
time interval, the sender reviles the key K. This way, one
MAC per message, enable broadcast authentication.

Figure 9: Overview of TESLA protocol

Protocol:

1. The sender determine N ∈ N, length of the key
chain, limit on number of messages before the new
one-way key chain need to be generated. Limit on
the number of messages in one conversation. The
sender generates random value for RN . Using the
one-way hash function, sender generates one-way
chain of values RN , ...,R1,R0.

2. The sender splits time into N time intervals of equal
duration tint : t0, t1, ..., tN , To i-th time interval it at-
taches key Ri Observe that one-way chain is used in
reverse order, so any key can be used to derive keys

attached to previous intervals. The sender publishes
the key Ri after the disclose time i∗L ∗ tint . Disclo-
sure time is often given in number of time interval
between usage and disclose of the key, L.

3. Sender attaches the MAC to each massage m (i-
th send message from the time t0), where MAC
of message m to be sent in interval [ti, ti+1) is cal-
culated using key Ri+1. Along with the MACm =
MACRi+1(m), sender attaches the most recent key
that can be disclosed, R j, j = i+1−L.

4. Each receiver that receives the extended message
(MACm,m,R j) does the following:

• Check if the key used to compute the MAC is
still secret by determining if the sender could
not have yet reached the time interval for dis-
closing it. If the key is still secret, buffers the
extended message.

• Check if the disclosed key is correct using
self-verification (R0 = F j(R j)) and using pre-
vious keys.

• Check the MAC of buffered extended mes-
sages which were sent in the interval
[ti−L, ti+1−L). If the MAC is valid, the receiver
accept messages.

Protocol steps are divided into 4 stages[22]:

• Sender Setup

• Bootstrapping receiver

• Broadcasting Authenticated Messages

• Authentication at Receiver

Steps one and two corresponds to ”Sender Setup”
stage, step three ”Broadcasting Authenticated Messages”
stage and step four ”Authentication at Receiver” stage.

Figure 10: Bootstrapping receiver(t0) and Broadcasting
Authenticated Messages with delay factor/disclose factor
L equal to 1

In ”Bootstraping receiver” stage receiver needs to be
loosely time synchronized with the sender, know the dis-
closure schedule of keys, and receive an authenticated
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key of the one- way key chain. It does not have to occur
at time t0. It can occur at any time, and starts with re-
ceiver synchronisation request. Response to the request,
in general, contains following information:

• Time interval schedule: interval duration tint , start
time of current period ti, index of interval i,length
of one-way key chain.

• A key commitment to the one-way key chain R j,
where max j( j) ¡ i - d, the most recent key that can
be disclosed. (d is the disclose offset in number of
intervals)

• Disclose factor L

Before sending, the information is signed by sender’s pri-
vate key.

One-way chain has the property that if one of the in-
termediate keys (messages) are lost, the message can be
authenticated by recomputing the lost key using later val-
ues. This makes TESLA packet lost resistant.

3.3 TESLA for Navigation Channels
In Navigation Channels, senders are satellites, and re-
ceivers GNSS receivers. Application of TESLA protocol
in Navigation Channels does not require big additional
cost and bulk required for implementation, but the format
of Navigation Message need to be extended with MAC
and corresponding hash key. Each satellite need to be
attached to the hash function and private-public key pair
for verifying and generating signatures in Bootstraping
receiver” stage. Hash function can be the same for all
satellites [10] or each can be attached to his own [4].

TESLA showed as a good tool for the geoencryption
on Loran [25]. [8]

4 Discussion

4.1 TESLA security considerations
The security of TESLA relies on:

• The receiver’s clock is time synchronized up to a
maximum error of ∆.

• Function F is PRF(Pseudo random function), and F
is weak collision resistant.

Until the above holds, it is computationally intractable
for an attacker to forge a TESLA packet that the receivers
will authenticate successfully [3]. Also, there is a need to
have pseudo random function for generating RN for each
key chain generation. The pseudo random function can

be the same for all satellites or each satellite can have its
own. 3.

The cryptographic strength of the chain generation
mechanism is significantly increased by breaking the
symmetry of the iterations. This can be done by adding
additional information to the hashing process that is
known to the receiver, e.g., a counter or a time Tag.
It is advisable to use this, modified, key chain genera-
tion mechanism. This way, if attacker somehow extract
the sender hash-chain so, ...,sl from previous receiver-
satellite communication, it can not reuse it, as it is was
valid just for the certain period of time.

4.2 TESLA and Elliptic curves - a glitch
The problem with TESLA raises if the receiver has tim-
ing accuracy δr > Tint ∗ d, or greater than the time dis-
close offset. In such case, it does not prevent an attacker
from replaying old data, or creating arbitrary message
extension for creating valid packet. This can be over-
come with hybrid approaches [4] , combining TESLA
with Elliptic Curves cryptographic scheme, the signa-
ture scheme ECDSA. Due to [4] TESLA-ECDSA pro-
tocol achieves the best Navigation Message Authentica-
tion. The scheme drastically reduces overhead of verify-
ing a digital signature in ECDAS while preserving cryp-
tographic authentication of navigation data for all users,
with arbitrary timing accuracy. The interested reader is
advised to read the cited paper. Elliptic curves are one of
the most used cryptographic oracles, so it is not strange
at all to get across this kind of TESLA modification pro-
tocol.

5 Conclusion

The security of GNSS communication channels becomes
more and more important. Increasing number of GNSS
application, raises the global concern about it security,
mostly implying the authentication. The paper discussed
cryptographic based spoofing defence based on TESLA
protocol. It gives full definition of the protocol and gen-
eral utilisation in GNSS systems.

The TESLA protocol uses symmetric cryptography
and achieves asymmetric property which is crucial for
reliable broadcast message authentication. Used wisely,
its utilisation can provide the high level of authenti-
cation security without significant change in physical

3The same PRN codes can have been used by several satellites at
different points in time and a satellite may have used different PRN
codes at different points in time. PRN codes are created by XORing
2 bit streams generated by linear feedback shift registers(LFSR) with
maximal period 10. Different codes are obtained by delaying one of the
bit streams. They repeat them self over time. Without the modification,
the PRN generator can not be used as pseudo random number generator
in key-chain construction.
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model(architecture) of the system. Variety of applica-
tions [24, 1, 27] makes the protocol evolve. Each appli-
cation of the TESLA protocol brings something new. If
not more,a new security analysis is provided which is the
base of protocol evolution and maintainability. Also, the
protocol evolution, at most of the time, aims to increase
the level of provided security.
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